Opening TCP Port 80 in Windows Firewall

Open Windows Firewall

Steps

The following instructions are for opening TCP Part 80 in the Window Firewall - the firewall software
included with Windows, If you are using an alternate firewall, please consult their documentation.

Important: It is not adequate to open the port's inbound and outbound traffic for just the program or
the service. You must create Port rules as directed below in Step 6, or it will not work.

1. Open Contral Panel from the Start menu.

2. Select Windows Firewall.
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Select Advanced Settings....

3. Select Advanced settings in the left column of the Windows Firewall window.
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Select Inbound Rules...

4. Select Inbound Rules in the left column of the Windows Firewall with Advanced Security window.
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Select New Rule

5. Select New Rule in the right column.
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Select Port...

6. Select Port in the New Inbound Rule Wizard and then click Next. Note, do not create a Program rule -

you must create a Port rule.

r

ﬁ' Mew Inbound Rule Wizard

Rule Type
Select the type of firewall nie to create.

Steps:

s Rule Type

p Protocol and Ports
@ Action

@ Profile

& Mame

What type of nule would you like to create ?

Program

Rule that controls connections for a program,

@ Port

Rule that controls connections for @ TCP or UDP port
Predefined-
apg HTTF

Ruile that cortrols connections for a Windows expenence.

Custom
Custom nule

Leam more about rule hpes

Met >
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Set up Protocol and Ports...

7. Select which protocol this rule will apply to TCP, select Specific local ports, type port number 80, and
then click Next.

r

ﬁ' Mew Inbound Rule Wizard 22
Protocol and Poris
Specify the protocols and ports to which this nule applies.
Steps:
y Fuile Tipe Does this nuke apply to TCP or UDP?
# Protocal and Ports @ TCP
@ Action unp
@ Profile
@ Mame
Dwoes this née apply to al local ports or specific local pons?
Al local ports
@ Specific local ports: 80
Example: 80, 443, 5000-5010
Leam more gbout pratocol and pors
< Back J Mezt > Cancal
e A
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Allow the Connection...

8. Select Allow the connection and then click Next.
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ﬁ‘ Mew Inbound Rule Wizard E3

Action
Specify the action to be taken when a connection matches the conditions specified in the nles.

Sleps:
s Rule Type What action should be takien when a connection matches the specified conditions ?

& Protocol and Ports

# Action

@ Allow the connection
This includes connections that are profected with [Psec as well a3 those are not
& Profile
Hlow the connecion if il is secure

This includes only connections that have been authenticated by using |Pzec. Connections
will be secured using the settings in |Peec properties and rules in the Connection Security

& Name

Rule node
Block the connection
Leam mare about actions

<Back || Ned> Cancel
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Select when this rule applies...

9. Select when this rule applies (check all of them for the port to always stay open) and then click Next.
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Profile
Spacify the profiles for which this rule apples.

Sleps:
) Fue Type When does this rule apply?
# Protocol and Ports
firtion /| Domain
s Profile Applies when a computer is connected to its corporate domain.
y MName 7| Private

Applies when a computer i connected to a pavale network location

¢ Public
Applies when a computer is connected to a public network location.

Leam more about profiles

cBack || MNew> | Cancsl
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Name your rule and Finish...

10. Give this rule a name and then click Finish to add the new rule.

o b

ﬁ‘ Mew Inbound Rule Wizard 3

Name

Specily the name and description of this rule.

Sleps:
] F_I: T.'|_-_—
p Protocol and Ports

Bction

s Profile Mame:
of
HTTP
» MName
Description (optional):

TCP Port 80 is now open and ready to be used.
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